Supported TLS Ciphers

From the TLS Encryption page of the Email Security appliance you can set 3 different SMTP
supported ciphers configurations.

For each presets are listed all the supported ciphers for both TLS v1.2 and TLS v1.1
protocols.

The Diffie-Helmann parameter size is 2048 bits. It supports P-256 elliptic curve, and
protects Poodle, Goldendoodle, Zombie Poodle, Sleeping Poodle, Heartbleed, and more.

Strict mode

The Strict setting is the most restrictive and provides PCI DSS compliance.

TLS v1.3

- TLS AKE WITH AES 256 GCM SHA384
o TLS AKE WITH CHACHA20 POLY1305 SHA256
o TLS AKE WITH AES 128 GCM SHA256

o TLS AKE WITH AES 128 CCM SHA256

TLS v1.2

o TLS DHE RSA WITH AES 128 CBC SHA
o TLS DHE RSA WITH AES 128 CBC SHA256
o TLS DHE RSA WITH AES 128 CCM

o TLS DHE RSA WITH AES 128 CCM 8

o TLS DHE RSA WITH AES 128 GCM SHA256
o TLS DHE RSA WITH AES 256 CBC SHA

o TLS DHE RSA WITH AES 256 CBC SHA256
o TLS DHE RSA WITH AES 256 CCM

o TLS DHE RSA WITH AES 256 CCM 8

- TLS DHE RSA WITH AES 256 GCM SHA384
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- TLS DHE RSA WITH ARIA 128 GCM SHA256

o TLS DHE RSA WITH ARIA 256 GCM SHA384

o TLS DHE RSA WITH CHACHA20 POLY1305 SHA256
o TLS ECDHE RSA WITH AES 128 CBC SHA

- TLS ECDHE RSA WITH AES 128 CBC SHA256
o TLS ECDHE RSA WITH AES 128 GCM SHA256
> TLS ECDHE RSA WITH AES 256 CBC SHA

o TLS ECDHE RSA WITH AES 256 CBC SHA384
- TLS ECDHE RSA WITH AES 256 GCM SHA384
o TLS ECDHE RSA WITH ARIA 128 GCM SHA256
o TLS ECDHE RSA WITH ARIA 256 GCM SHA384
o TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256
o TLS RSA_WITH AES 128 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 128 CCM

o TLS RSA WITH AES 128 CCM 8

o TLS RSA WITH AES 128 GCM SHA256

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 256 CBC SHA256

o TLS RSA WITH AES 256 CCM

o TLS RSA WITH AES 256 CCM 8

o TLS RSA WITH AES 256 GCM SHA384

o TLS RSA WITH ARIA 128 GCM SHA256

o TLS RSA WITH ARIA 256 GCM SHA384

Medium

The Medium setting is less restrictive and provides broader compatibility.



TLS v1.3

- TLS AKE WITH AES 256 GCM SHA384
o TLS AKE WITH CHACHA20 POLY1305 SHA256
o TLS AKE WITH AES 128 GCM SHA256

o TLS AKE WITH AES 128 CCM SHA256

TLS v1.2

> TLS DHE RSA WITH 3DES EDE CBC SHA

o TLS DHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH AES 128 CBC_SHA256

o TLS DHE RSA WITH AES 128 CCM

o TLS DHE RSA WITH AES 128 CCM 8

> TLS DHE RSA WITH AES 128 GCM SHA256

o TLS DHE RSA WITH AES 256 CBC _SHA

o TLS DHE RSA WITH AES 256 CBC SHA256

> TLS DHE RSA WITH AES 256 CCM

o TLS DHE RSA WITH AES 256 CCM 8

o TLS DHE RSA WITH AES 256 GCM SHA384

o TLS DHE RSA WITH ARIA 128 GCM SHA256

o TLS DHE RSA WITH ARIA 256 GCM SHA384

> TLS DHE RSA WITH CAMELLIA 128 CBC SHA

o TLS DHE RSA WITH CAMELLIA 128 CBC_SHA256
o TLS DHE RSA WITH CAMELLIA 256 CBC SHA

> TLS DHE RSA WITH CAMELLIA 256 CBC SHA256
> TLS DHE RSA WITH CHACHA20 POLY1305 SHA256
o TLS DHE RSA WITH SEED CBC SHA

o TLS ECDHE RSA WITH 3DES EDE CBC SHA

> TLS ECDHE RSA WITH AES 128 CBC SHA



= TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE RSA WITH AES 128 GCM _SHA256

o TLS ECDHE RSA WITH AES 256 CBC SHA

> TLS ECDHE RSA WITH AES 256 CBC SHA384

> TLS ECDHE RSA WITH AES 256 GCM _SHA384

o TLS ECDHE RSA WITH ARIA 128 GCM SHA256

o TLS ECDHE RSA WITH ARIA 256 GCM SHA384

o TLS ECDHE RSA WITH CAMELLIA 128 CBC SHA256
- TLS ECDHE RSA WITH CAMELLIA 256 CBC SHA384
o TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256
o TLS RSA WITH 3DES EDE CBC SHA

o TLS RSA WITH AES 128 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 128 CCM

> TLS RSA WITH AES 128 CCM 8

o TLS RSA WITH AES 128 GCM SHA256

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 256 CBC SHA256

> TLS RSA WITH AES 256 CCM

> TLS RSA WITH AES 256 CCM 8

o TLS RSA WITH AES 256 GCM_SHA384

o TLS RSA WITH ARIA 128 GCM SHA256

> TLS RSA WITH ARIA 256 GCM SHA384

o TLS RSA WITH CAMELLIA 128 CBC SHA

= TLS RSA WITH CAMELLIA 128 CBC SHA256

o TLS RSA WITH CAMELLIA 256 CBC SHA

o TLS RSA WITH CAMELLIA 256 CBC SHA256

> TLS RSA WITH SEED CBC SHA



High Compatibility

The High compatibility setting is the least restrictive. The fallback is to deliver email in
plaintext when a common set of ciphers and protocols cannot be negotiated between
parties.

TLS v1.3

o TLS AKE WITH AES 256 GCM SHA384
o TLS AKE WITH CHACHA20 POLY1305 SHA256
o TLS AKE WITH AES 128 GCM SHA256

o TLS AKE WITH AES 128 CCM_SHA256

TLS v1.2

= TLS ECDHE RSA WITH AES 256 CBC SHA

o TLS DHE RSA WITH AES 256 CBC SHA

o TLS DHE RSA WITH CAMELLIA 256 CBC SHA
o TLS RSA WITH AES 256 CBC SHA

= TLS RSA WITH CAMELLIA 256 CBC SHA

o TLS ECDHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH SEED CBC SHA

- TLS DHE RSA WITH CAMELLIA 128 CBC SHA
o TLS RSA WITH AES 128 CBC SHA

o TLS RSA WITH SEED CBC SHA

o TLS RSA WITH CAMELLIA 128 CBC SHA

- TLS ECDHE RSA WITH 3DES EDE CBC_SHA

o TLS DHE RSA WITH 3DES EDE CBC SHA

o TLS RSA WITH 3DES EDE CBC SHA

> TLS RSA WITH IDEA CBC SHA



- TLS ECDHE RSA WITH AES 256 GCM_SHA384
o TLS ECDHE RSA WITH AES 256 CBC SHA384
o TLS DHE RSA WITH AES 256 GCM SHA384

o TLS DHE RSA WITH AES 256 CBC SHA256

= TLS RSA WITH AES 256 GCM SHA384

o TLS RSA WITH AES 256 CBC SHA256

o TLS ECDHE RSA WITH AES 128 GCM SHA256
o TLS ECDHE RSA WITH AES 128 CBC SHA256
- TLS DHE RSA WITH AES 128 GCM SHA256

o TLS DHE RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 128 GCM SHA256

o TLS RSA WITH AES 128 CBC SHA256

TLS v1.1

o TLS ECDHE RSA WITH AES 256 CBC SHA

> TLS DHE RSA WITH AES 256 CBC SHA

o TLS DHE RSA WITH CAMELLIA 256 CBC SHA
o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH CAMELLIA 256 CBC SHA

= TLS ECDHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH SEED CBC SHA

o TLS DHE RSA WITH CAMELLIA 128 CBC SHA
- TLS RSA WITH AES 128 CBC SHA

o TLS RSA WITH SEED CBC SHA

o TLS RSA WITH CAMELLIA 128 CBC SHA

o TLS ECDHE RSA WITH 3DES EDE CBC SHA

> TLS DHE RSA WITH 3DES EDE CBC SHA



o TLS RSA WITH 3DES EDE CBC_SHA

o TLS RSA WITH IDEA CBC SHA

TLS v1.0

o TLS DHE RSA WITH 3DES EDE CBC SHA
o TLS DHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH AES 256 CBC SHA

- TLS DHE RSA WITH CAMELLIA 128 CBC SHA
o TLS DHE RSA WITH CAMELLIA 256 CBC SHA
o TLS DHE RSA WITH SEED CBC SHA

o TLS ECDHE RSA WITH 3DES EDE CBC SHA

- TLS ECDHE RSA WITH AES 128 CBC SHA

o TLS ECDHE RSA WITH AES 256 CBC SHA

o TLS RSA WITH 3DES EDE CBC SHA

o TLS RSA WITH AES 128 CBC SHA

= TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH CAMELLIA 128 CBC SHA

o TLS RSA WITH CAMELLIA 256 CBC SHA

o TLS RSA WITH IDEA CBC SHA

> TLS RSA WITH SEED CBC SHA



