
Transport Layer Security (TLS)

General Settings
From this page you can configure security transport options for your system.

TLS, Transport Layer Security, seamlessly ensures transport email encryption for email
delivery over SMTP between supporting servers.

Libraesva ESG acts both for receiving and sending emails, so TLS can be configured on both
sides: you can define different policies on receive (server) or when sending (client).

All TLS policies can be DISABLED by clicking Disable button.

https://docs.libraesva.com/document/system/mail-transport/transport-layer-security/
https://docs.libraesva.com/wp-content/uploads/2016/09/Screenshot_2021-01-14-Transport-Layer-Security-Configuration.png


Server Policies
You can choose from one of the followings:

none (No TLS when receiving emails)

may (Try to negotiate a TLS connection)

encrypt (Force a TLS connection when receiving an email and if it fails do not accept
incoming mail)

Default policy is may, that means try to negotiate a secure TLS connection but continue
receiving the message even if it fails.

×WARNING: According to RFC 2487 encryption MUST NOT be enforced in case of a publicly-
referenced SMTP server. You will reject legit email traffic in doing this.

SMTP Supported Ciphers
This setting allows to restrict the available ciphers and protocols.

×WARNING: For a publicly-referenced SMTP server the default is to fallback to plaintext if no
shared combination of cipher/protocol can be negotiated with the remote party. This means
that by restricting the list of ciphers there are higher chances of falling back to plaintext.
The default is “Medium” and this is the suggested setting. Libraesva ESG will keep the list of
available ciphers updated accordingly to our interpretation of the best balance between cipher
strength and their worldwide adoption.

Strict

The “Strict” setting is the most restrictive and provides PCI DSS compliance.
Supported protocols are TLSv1.3 and TLSv1.2. Diffie-Helmann parameter size is 2048bits,
supports P-256 elliptic curve and provides protection against Poodle, Goldendoodle, Zombie
Poodle, Sleeping Poodle, Heartbleed and more.

TLS 1.3:

TLS_AKE_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_AKE_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_AKE_WITH_AES_128_GCM_SHA256 (ecdh_x25519)



TLS_AKE_WITH_AES_128_CCM_SHA256 (ecdh_x25519)

TLS 1.2:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (dh 2048)

TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519)



TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096)

TLS 1.1: disabled

TLS 1.0: disabled

Extra restrictions:

Disable plain SMTP authentication

Disable renegotiation

Medium (default)

The “Medium” setting is less restrictive than “High” and provides broader compatibility.
Supported protocols are TLSv1.3 and TLSv1.2. Diffie-Helmann parameter size is 2048bits,
supports P-256 elliptic curve and provides protection against Poodle, Goldendoodle, Zombie
Poodle, Sleeping Poodle, Heartbleed and more.

TLS 1.3:

TLS_AKE_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_AKE_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_AKE_WITH_AES_128_GCM_SHA256 (ecdh_x25519)

TLS_AKE_WITH_AES_128_CCM_SHA256 (ecdh_x25519)

TLS 1.2:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (dh 2048)



TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (dh 2048)



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 4096)

TLS_DHE_RSA_WITH_SEED_CBC_SHA (dh 2048)

TLS_RSA_WITH_SEED_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (dh 2048)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 4096)

TLS 1.1: disabled

TLS 1.0: disabled

Extra restrictions:

Disable plain SMTP authentication

High Compatibility

The “High compatibility” setting is less restrictive than “Medium”, and provides as many
ciphers and version as possibile, at the expense of some of some security strenght.

Supported protocols are TLSv1.3, TLSv1.2, TLSv1.1 and TLSv1.0. Diffie-Helmann parameter
size is 2048bits, supports P-256 elliptic curve and provides protection against Poodle,
Goldendoodle, Zombie Poodle, Sleeping Poodle, Heartbleed and more

TLS 1.3:



TLS_AKE_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_AKE_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_AKE_WITH_AES_128_GCM_SHA256 (ecdh_x25519)

TLS_AKE_WITH_AES_128_CCM_SHA256 (ecdh_x25519)

TLS 1.2:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (dh 2048)

TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 (ecdh_x25519)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_256_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (ecdh_x25519)



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM_8 (dh 2048)

TLS_DHE_RSA_WITH_AES_128_CCM (dh 2048)

TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (ecdh_x25519)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (dh 2048)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM_8 (rsa 4096)

TLS_RSA_WITH_AES_128_CCM (rsa 4096)

TLS_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 4096)

TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 4096)

TLS_DHE_RSA_WITH_SEED_CBC_SHA (dh 2048)

TLS_RSA_WITH_SEED_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (dh 2048)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 4096)

TLS 1.1:

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048)



TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 4096)

TLS_DHE_RSA_WITH_SEED_CBC_SHA (dh 2048)

TLS_RSA_WITH_SEED_CBC_SHA (rsa 4096)

TLS_RSA_WITH_IDEA_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (dh 2048)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 4096)

TLS 1.0:

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048)

TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 4096)

TLS_DHE_RSA_WITH_SEED_CBC_SHA (dh 2048)

TLS_RSA_WITH_SEED_CBC_SHA (rsa 4096)

TLS_RSA_WITH_IDEA_CBC_SHA (rsa 4096)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (ecdh_x25519)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (dh 2048)



TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 4096)

Client Policies
You can define per destination TLS Policies.

Press New and fill in the information required:

Destination: enter next-hop destination. For example a domain, or a mail server or an IP
address. When specifying a mail server or an IP include it in square brackets [1.2.3.4]

Policy: select one of the followings:

None: no TLS. No additional attributes are supported at this level

May: opportunistic TLS. The optional “ciphers”, “exclude” and “protocols” attributes
are available

Encrypt: mandatory encryption. Mail is delivered only if the remote SMTP server
offers STARTTLS and the TLS handshake succeeds. At this level and higher, the
optional “protocols”, “ciphers” and “exclude” attributes are available

Dane: mandatory encryption. Mail is delivered only if the remote SMTP server
offers STARTTLS and the TLS handshake succeeds. At this level and higher, the
optional “protocols”, “ciphers” and “exclude” attributes are available

Dane-only: mandatory DANE TLS. The TLS policy for the destination is obtained via
TLSA records in DNSSEC. If no TLSA records are found, or none are usable, no
connection is made to the server



Fingerprint: certificate fingerprint verification. At this security level, there are no
trusted certificate authorities. The certificate trust chain, expiration date, … are not
checked. Instead, the optional “match” attribute lists the server certificate
fingerprints or public key fingerprints. The digest algorithm used to calculate
fingerprints is MD5. Multiple fingerprints can be combined with a “|” delimiter in a
single match attribute

Verify: mandatory server certificate verification. Mail is delivered only if the TLS
handshake succeeds, if the remote SMTP server certificate can be validated (not
expired or revoked, and signed by a trusted certificate authority), and if the server
certificate name matches the optional “match” attribute

Secure: secure-channel TLS. At this security level, DNS MX lookups, though
potentially used to determine the candidate next-hop gateway IP addresses, are not
trusted to be secure enough for TLS peer name verification. Instead, the default
name verified in the server certificate is obtained directly from the next-hop, or is
explicitly specified via the optional match attribute. The match attribute is most
useful when multiple domains are supported by common server, the policy entries
for additional domains specify matching rules for the primary domain certificate.
While transport table overrides routing the secondary domains to the primary next
hop also allow secure verification, they risk delivery to the wrong destination when
domains change hands or are re-assigned to new gateways. With the “match”
attribute approach, routing is not perturbed, and mail is deferred if verification of a
new MX host fails

×NOTE: The digest algorithm used to calculate and verify certificates fingerprints is MD5

Default Certificate
From the Default Certificate Tab you can manage the TLS certificates valid for SMTP. You
can perform the following actions:

Read your installed certificate fingerprint

Use the Let’s Encrypt certificate generated for HTTPS

Generate a new self-signed certificate

Generate a new certificate request to submit to your CA

Upload your certificate once emitted starting from your request



×WARNING: We recommend to enable Let’s Encrypt TLS certificate in your Libraesva ESG, or
to use trusted certificate. Self-signed certificates should be avoided.

Other Certificates
Starting from Libraesva ESG 4.9 you can generate dedicated self-signed certificates.
This certificates can be used for relay to internal domain (e.g Microsoft 365 domain) with a
dedicated TLS Certificate instead the default one.

To create a new certificate, click the New button and modify the pre-filled fields with the
desired values

https://docs.libraesva.com/wp-content/uploads/2016/09/Screenshot_2021-01-20-Transport-Layer-Security-Configuration.png


Country Code Your two-letter IANA country code

Locality Name Your town or city (NO SPACES)

Organization Name Your organisation name

Organization Unit A dot (period) is usually appropriate here (NO SPACES)

Common Name Tenant identifier. Usually replace . (dot) with – (dash) is appropriate.
e.g.: yourdomain-tld

Email Address A valid email address that will be shown into the certificate

Key Size The size of the encryption key

Click Generate

https://docs.libraesva.com/wp-content/uploads/2016/09/Screenshot_2021-01-14-Transport-Layer-Security-Configuration2.png

