2 - Initial Setup with Web Wizard

Libresva ESG is configured to respond to the IP 192.168.1.1. If this address conflicts with
another on your network or if you have a different subnet, it is possible to change it via
console access. Login username is admin with password password.

Select Option 2 Change Network Settings, next Device Configuration and edit ethQ device
settings. Do not change DNS or HOSTNAME specific settings, as will be done next by the
first time configuration wizard.
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https://docs.libraesva.com/document/setup/initial-setup-with-web-wizard/
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Once ready, digit into the browser address bar (Headed by Internet Explore 8 and later
versions and with Firefox 3 and later versions, Google Chrome and Safari):

http://192.168.1.1/ (or whatever address you assigned)

At this time all configurations are taken over by the web configuration wizard.

By selecting the menu Date & Time Settings, the following screen will appear:
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Step 1 - Date & Time Settings

All fields are required, As soon as the wizard is completed your Libra ESVA will be ready to start processing mail.

Current Date 2016-09-15

Current Time 17:33

Host set b UTC time?

Timezone Europe/Rome -

Set the current date and time in the specified format and choose the Time Zone. If the host is
set to utilize the UTC hour, select the appropriate box.

Select Network Configuration:
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Step 2 - Network Configuration

Please fill in all blanks with your network environment informations:

A
Your IP Address 192,168.3.36

The IF Addrems you vk your Librm ESWVA to use

L
Your Motrmasi 255.255.255.0

The retmask in dotted format

Your Gateway Address HRAEES .25

four Default Gateway

By ou rdoem ain oom
Wour Hostname

Use & Folly gualified naena, usually the same o tha [nkereat NS & receed.

Use the following guidelines for your network configuration:

IP Address The IP address to be assigned to Libraesva ESG

Netmask Netmask in appropriate format, for example: 255.255.255.0

Gateway Default Gateway

Your LAN Network The address of your. LAN. From this subnet Libraesva ESG will allow
relay

Hostname The Libraesva ESG Machine hostname. Use a FQDN name, for example

esva.yourdomain.com The hostname should be the same as the Internet

DNS A record. The domain part of your hostname will be the
default domain Libra Esva will clean email for



Select: Antispam Configuration:
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Step 3 - Antispam Configuration

Please fill in all Manks with your Company details:

CompanyName
Organization Name il

A& shor® nane withoul spads.

M
Organization Long Narme Company Name

A longar farne. Speced are ok

“EY hittpz/fwww,.example.com
Organization Website b o

‘our Crgenizstion Website, starting with hitpz/f

B ; mail.example.com
Crganization Mailserver e

T mailssrer to foreend scanned mall to [FOON or [P sddress),

. nfo@example.com
Emall for system messages e i

Esvan sends regular messages to beep you Informmed of any problems.

IT -
[ANA Country Code
Tha ben letter code mumgred = your Country.

Precisely fill in all fields:

Organisation Name A Short name without spaces describing your Organization
Organisation Long A longer name. Spaces are permitted
Name

Organisation Website The website address of your company, starting with http://

Organisation The mailserver to which Libraesva ESG will forward clean mail. It can be
Mailserver a name as well as an IP address



Email for system The email address to which all informative emails should be sent
messages concerning the status of Libraesva ESG:, for example log file, system
problems, warnings etc., should be a controlled box!

Antispam child Maintain a default of 2 unless there is a very heavy installation (more

processes than 2000 messages/hour). By Increasing this value you are required to
increase VM resources. (About 4 x nr. of CPU cores. Each 5 children
requires 1GB RAM)

Your two-letter IANA The two letter code assigned to your country. For Italy use IT. The
country code complete list can be found at: http://www.iana.org/domains/root/db/#

Select: SSL Certificate:

Those informations will be used to create a self signed certificate for TLS secure
communications.
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Step 4 - TLS Certificate

The following informations are used to create a self signed certificate for TLS sessions:

IT -
Country Code

The bwe letier code sssigned to pour Country,

5 Leccn
State or provinoe

Fioigr state or provinoe raemie,
Lecea
Locality Mame
‘iz Ry OF Ciky P,
CompanyMName
Crganization Name i

iour Diganization ma .

Organization Unit
A dot | period]) i unuslly spproprists hers.

wE4develz Bora.it
Comimon Name

Tha fully gealified namse of your Librs Exve oz ertered In Step 1
Infa@example.com
Emall address
The email sddress included inko the certificate.

e .

Completion of the following fields is compulsory:

Country Name The same country code inserted before

State or province The initials of the province or nation

Locality Name Your city or town

Organization Name Company or Organization name

Organization Unit Company division name or simply a period (.)

Common Name FQDN name of the ESVA machine as previously entered

Email Address An email address that will appear in TLS certificate.



At this point thoroughly verify all inserted data, scrolling through the various Tabs, and then
press Save & Reboot to complete the initial Libraesva ESG configuration.
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step 5 - License

Please review and accept our Soltware License Agreement and Warranty Statement:

SOFTWARE LECENSE AGREEMENT AND WARRANTY STATEMENT -
[End-User Perpebeal Uoense/Redistibubon Prohibeted) I

LIBRAESY S SRL IS WILLENG TO LICENSE THE SOFTWARE ORLY UPON THE CORNDITION THAT ¥0OU ACCEPT ALL OF THE TERMS CORTAINED
IH THIS LICENSE AGREEMENT. FLEASE READ THE TERMS CAREFULLY BEFORE OFENING THE PRODUCT FACKAGE OR DOWHNLOADING ARD
IRETALLING THE SOFTWARE, A5 (PENING THE PRODUCT PRCHAGE OR DOWHLOADING AND IRSTALLING THE SOFTWARE WILL INDICATE
YOUR AGREEMENT WITH THEH. IF ¥OU DO ROT AGREE WITH THESE TERMS, THEN LIBRAESVA SRL TS5 LINWILLENG TO LICENSE THE
SOFTWARE TO YOU, IN WHICH EVENT Y04 SHOULD RETWURN THE SOFTWARE TO THE PLACE OF PURCHASE AND RECEIVE & FULL
REFUND.

The Software. The Softwesre licensed under this Agreement consists of computer programs, data compilation{s), and documentation
relernesd bo s Libra ESVA (Ehe "Solftware"),

Ferpetual Tem The term of the license granted herein shall be perpetusl unless terminated by written notice by You for convemience or
termsinabed by ather party Tor maberial braach,

Lscerse Grant [Singhs CPU or Nefwork; Per OPU). You are granted non-excdusiee rights to install and use the Software on sy single
compuler andler trangmil {he Soltware meer a intersal compuber nebwork, provided that You scquire and dedscate a licenged copy of the
Software for each computer on which the Software 15 wsed or to which it 15 transmatted over the imtemal neteork. 4 license for the
Saftware may not ke shared or uped cenoerestly en different cempubers. You may purchacse addRional licenses For the Sefteane from

-

L Accept Licénse Terms

Please locate and upload Libra ESVA License File (.zl):

Scegli fle | Messun file selezionate

Before rebooting your ESG, use the “Check Firewall” tool to verify if the appliance can
connect to the external TCP ports required for AntiSpam and AntiViruses communications.
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Step & - Firewall Check & Complete

Please verify you have all firewall requirements satisfied:

To complete the installation make sure that your firewall is configured not to block any important task.
Firewall rules are very important as Libra Esva need to communicate with update senvers and dns over the internat.

This tool allows to check if required parts are cormectly opened.

Check Firewall

Frasen | seve . oo

Libraesva ESG will be restarted with the new configuration.

Libraesva ESG is ready and configured to receive and scan electronic mail for the
default domain!



